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Devon Audit Partnership

The Devon Audit Partnership has been formed under a joint committee arrangement comprising of
Plymouth, Torbay, Devon, Mid Devon, North Devon and Torridge Councils. We aim to be recognised
as a high-quality internal audit service in the public sector. We work with our partners by providing a
professional internal audit service that will assist them in meeting their challenges, managing their risks
and achieving their goals. In carrying out our work we are required to comply with the Public Sector
Internal Audit Standards along with other best practice and professional standards.

The Partnership is committed to providing high quality, professional customer services to all; if you
have any comments or suggestions on our service, processes or standards, the Head of Partnership
would be pleased to receive them at tony.d.rose@devon.gov.uk

Confidentiality and Disclosure Clause

This report is protectively marked in accordance with the government
security classifications. It is accepted that issues raised may well need
to be discussed with other officers within the Council, the report itself
should only be copied/circulated/disclosed to anyone outside of the
organisation in line with the organisation’s disclosure policies.

This report is prepared for the organisation’s use. We can take no
responsibility to any third party for any reliance they might place upon it.


mailto:tony.d.rose@devon.gov.uk

OFFICIAL .
audit
Introduction

Internal auditing is defined by the Public Sector Internal Audit Standards (PSIAS) which set out the requirements of a ‘Board’ and of ‘senior management’. For
the purposes of the internal audit activity within the Council the role of the Board within the Standards is taken by the Council’s Audit & Governance
Committee and senior management is the Council’s Corporate Management Team. The Audit & Governance Committee, under its Terms of Reference
contained in the Council’'s Constitution, is required to consider the Internal Audit Plan to provide assurance to support the governance framework (see
Appendix 2).

This Council’s Internal Audit Charter formally describes the purpose, authority, and principal responsibilities of the Council’s Internal Audit Service, which is
provided by the Devon Audit Partnership (DAP) as represented in the audit framework at Appendix 1, and the scope of Internal Audit work. The PSIAS refer to
the role of ‘Chief Audit Executive’. For the Council this role is fulfilled by the Head of Devon Audit Partnership.

The Chief Audit Executive is responsible for developing a risk-based plan which considers the organisation’s risk management framework, including using risk
appetite levels set by management for the different activities or parts of the organisation as represented in Appendix 3.

The need for robust and effective controls to ensure that resources are used to best effect and deliver the authority’s objectives has never been greater.
National factors largely beyond the control of the Authority, including rapidly rising energy costs, demand pressures and costs in social care has placed
unprecedented pressures on the budget and Internal Audit will help provide independent assurance that risks are known, understood and addressed, and that
systems and procedures are sound, effective and efficient.

The audit plan for 2023/24 is a high-level thematic plan which outlines areas for coverage. In collaboration with senior management, we will prioritise areas,
issues, and risks for review as the year progresses. This will ensure that the focus of audit coverage is targeted according to the needs and priorities of the
Council at that point in time enable us to add most value. At the start of each audit the scope is discussed and agreed with management with the view to
providing management, the Service Director for Finance (Section 151) and members with assurance on the control framework to manage the risks identified.
Delivery of the plan will continue to be reported and any changes agreed formally with management and reported to Audit and Governance Committee.

Expectations of the Audit Committee for this annual plan

Audit Committee members are requested to consider: -
¢ the annual governance framework requirements;
¢ the basis of assessment of the audit work in the proposed plan;
e the resources allocated to meet the plan;

e proposed areas of internal audit coverage in 2023/24.
In review of the above the Audit Committee are required to consider the proposed audit plan.

Tony Rose
Head of Audit Partnership
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Annual Flexible Audit Plan 2023/24

There has been a growing trend in the sector towards more flexible audit plans
to enable internal audit to be more agile and responsive to the rapidly changing
risks, in turn maximising resource focus to clients’ needs as and when needed —
Agile Auditing. This principle looks set to continue and has several bengefits with
ever changing priority and related risks. Key benefits provide for:

reduction in non-productive resource planning which subsequently require
significant plan changes.

improved opportunity to keep plan aligned to current risks within Service Areas
and as a whole for the Authority.

more effective and timely pre-audit engagement with Service Leads.

greater and more regular discussion with client leads — supporting current risk
and work priorities.

the current trend for more flexible audit plans — agile auditing.

experience that plans change regularly.

changes in external risk drivers are more easily picked up in audit assurance
needs.

The table on the following page details our proposed high-level and thematic

overview of audit coverage and should be considered alongside the pie chart to the

right, showing indicative gross budgets across the different service areas. The
thematic plan has been developed around the risks identified through risk
management, audit needs and perceptions of current issues and in discussion with
client management and the S151 Officer. Audit work in the most high-risk areas is
underpinned by our core assurance work on the main financial systems, numerous

grant certifications and work to assess the Council’s ICT provider against the National Cyber Security Centre’s (NCSC) new cyber assessment framework.

devonaudit

Indication of Gross Budgets Across
Service Areas for 2023/24

People £136m

Children's
£151m

Place £92m

Customer &
Corp £113m

Executive
Office £6m

ODPH £20m

Audit coverage for the year, based on the priority areas for review referred to in the thematic table below shows a good spread of coverage across service
areas enabling us to provide assurance on the wider control framework from which we will build our annual assurance opinion. More detailed terms of

reference will be drawn up and agreed with management prior to the start of each individual assignment — in this way we can ensure that the key risks to the
operation or function are considered during our review. In addition, all high and medium priority management actions are tracked through to implementation.

We also continue to provide an internal audit service to the maintained schools with the City.

Anti-fraud and Corruption

Working alongside the DAP Counter Fraud Team we ensure that our work contains elements to ensure that sound and effective arrangements are in place to
prevent and detect fraud and / or irregularity.
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Thematic Overview of Audit Coverage for 2023/24
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Core Assurance

Key Financial Systems — Payroll, Creditors, Debtors, Main Accounting System, Council Tax, Business Rates, Housing Benefits, Treasury Management

ICT — NCSC Cyber Assessment Framework, User/ Account Management

Grants — 30+ Grants for Certification, Supporting Families Payment by Results, Pause Project

The above diagram shows the thematic approach to audit coverage in the coming year underpinned by defined, core assurance work.
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Fraud Prevention and Detection and the National Fraud Initiative

Counter-fraud arrangements are a high priority for the Council and assist in the protection of public funds and accountability. Devon Audit Partnership will
continue to investigate instances of potential fraud and irregularities referred to it by managers and will also carry out pro-active anti-fraud and corruption
testing of systems considered to be most at risk to fraud. The joint working arrangements between the Internal Audit and Counter Fraud teams, enables
intelligence to be shared and resources focussed on higher risk areas to prevent a fraud occurring.

The Cabinet Office runs a national data matching exercise (The National Fraud Initiative - NFI) every two years. DAP have co-ordinated the process to extract
and upload the relevant datasets onto the NFI secure website in accordance with the NFI timetable for the 2022/23 exercise. The data matches from the
exercise have recently been made available to service areas for review.

Integrated Assurance

Collaboration between the Audit Team and the Counter Fraud Team continues to evolve and strengthen with
auditors becoming more aware of fraud risks and fraud investigators having a greater understanding of systems
and controls.

This joined up approach will help us to continue to provide the highest level of assurance possible and, for the
Council to minimise fraud loss to the lowest level possible.

Internal Audit Governance
An element of our work is classified as client governance — this is work that ensures effective and efficient audit
services are provided to the Council and the internal audit function continues to meet statutory responsibilities. Some of the areas that this may cover include:-

e Preparing the internal audit plan and monitoring implementation.
e Preparing and presenting monitoring reports to Senior Management and the Audit & Governance Committee.
e Assistance with the Annual Governance Statement.

Partnership working with other auditors

We will continue to develop and maintain effective partnership working arrangements between ourselves and other audit agencies where appropriate and
beneficial. We participate in a range of internal audit networks, both locally and nationally which provide for a beneficial exchange of information and practices
with the aim of improving the effectiveness and efficiency of the audit process, through avoidance of instances of “re-inventing the wheel” in new areas of
work.
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Appendix 1 Audit Framework

Internal Audit is a statutory service in the context of The
Accounts and Audit (England) Regulations 2015, which state:
‘A relevant authority must undertake an effective internal audit
to evaluate the effectiveness of its risk management, control
and governance processes, considering public sector internal
auditing standards (PSIAS) or guidance’.

DAP, through external assessment, demonstrates that it
meets the Public Sector Internal Audit Standards (PSIAS).

o
=y
PLYMOUTH

CITY COUNCIL

Devon

County Council

::}%Bé’f. .

The Standards require that the Chief Audit Executive must
‘establish risk-based plans to determine the priorities of the
internal audit activity, consistent with the organisation’s goals.
When completing these plans, the Chief Audit Executive
should take account of the organisation’s risk management
framework. The plan should be adjusted and reviewed, as
necessary, in response to changes in the organisation’s
business, risk, operations, programs, systems and controls.
The plan must take account of the requirement to produce an
internal audit opinion and assurance framework.

shared working across authorities
in accordance with our internal audit chart

N

Auditing

TORRIDGE

South Hams

This audit plan has been drawn up, therefore, to enable an
opinion to be provided at the end of the year in accordance
with the above requirements.

/northdevon
Mid i
Devon

DISTRICT COUNCIL

== District Council

iy West Devon
5> Borough Council

We will seek opportunity for shared working across member authorities. In
shared working Devon Audit Partnership will maximise the effectiveness
of operations, sharing learning & best practice, helping each authority
develop further to ensure that risk remains suitably managed.
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Appendix 2 - Annual Governance Framework Assurance

The Annual Governance Statement provides assurance that
o The Authority’s policies have been complied with in
practice;

o high quality services are delivered efficiently and effectively; .
o ethical standards are met; Corporate Risk Management

o laws and regulations are complied with; framework and Reporting
o processes are adhered to;

o performance statements are accurate.

The statement relates to the governance system as it is applied
during the year for the accounts that it accompanies. It should: -
¢ be prepared by senior management and signed by the
Chief Executive and Leader of the Council;
¢ highlight significant events or developments in the year;
e acknowledge the responsibility on management to ensure
good governance;
¢ indicate the level of assurance that systems and processes
can provide;
e provide a narrative on the process that is followed to ensure
that the governance arrangements remain effective. This

xternal Audit and Other

will include comment upon: i \ Assurance Reports
o The Authority;

o Audit Committee;
o Risk Management;
o Internal Audit;

o Other reviews / assurance; The AGS needs to be presented to, and approved by, the Audit Committee, and
e Provide confirmation that the Authority complies with then signed by the Chair.

CIPFA recently revised International Framework — Good The Committee should satisfy themselves, from the assurances provided by Risk

Governance in the Public Sector. If not, a statement is Management, Leadership Group and Internal Audit that the statement meets

required stating how other arrangements provide the same statutory requirements.

level of assurance.
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Appendix 3 - Audit Needs Assessment

The audit plan for the year has been created by:

We employ a risk-based priority audit planning tool to identify those areas where audit
resources can be most usefully targeted. This involves scoring a range of systems,
services and functions across the whole Authority, known as the ‘Audit Universe’ using a
number of factors/criteria. The final score, or risk factor for each area, together with a
priority ranking, then determines an initial schedule of priorities for audit attention.

Consideration of risks identified in the Authority’s strategic
and operational risk registers

The result is the Internal Audit Plan set out earlier in this report.

:

Review and update of the audit universe

. . )
Audit Universe

Discussions and liaison with Directors and Senior Officers
regarding the risks which threaten the achievement of
corporate or service objectives, including changes and / or
the introduction of new systems, operations, programs,
and corporate initiatives

[ Ve . N
Audit Needs Assessment

Transformat-
ional Change

Taking into account results of previous internal audit
reviews

1 Ve ™
Risk

| | Management Core Assurance

Framework

——
)

Taking into account Internal Audit’s knowledge and
experience of the risks facing the Authority, including
factors and systems that are key to successful achievement
of the Council’s delivery plans

e AT Direl‘:teorate Key Financial Systems Fraud & Corruption
Y

objectives

L VA )
— ~)

Requirements to provide a 'collaborative audit' approach
with the external auditors
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Appendix 4 - Our Audit Team and the Audit Delivery Cycle

December

Audit
Planning

Audit
Delivery

Tony Rose
Head of Audit Partnership
T 01392 383000

March June September
Discussion & Review and q
agreement agreement rss?c\nllljergnangf
with senior with Audit e 9
management Committee P
: Follow-up
Schedule and SRcec;soiﬁrcglngd reviews of
completion of seoping significant
z implementat- ;
closing year DL audit
audit plan ear plan assurance
yearp opinions
Annual Audit q Six month
Plan & Audit Axggﬂaﬁlég't progress &
Governance Renort follow-up
Framework P reports

Brenda Davis
Snr Assurance Manager — Plymouth City Council

M 077971 322914

E tony.d.rose@devon.gov.uk

T 01752 306713

M 07816934144

E brenda.davis@plymouth.gov.uk
or brenda.davis@devon.gov.uk

December

Review and
reallocation of
plan

Key financial
systems and
core audit
review work

Progress
report

devonaudit

Date Activity

Dec/

§2r212 Directorate planning meetings

2023

Mar Internal Audit Plan presented

2023 to Audit & Gov Committee
Internal Audit Governance
Arrangements reviewed by
Audit & Gov Committee

March '

2022 Year-end field work completed

April Annual Performance reports

2022 written

Jul Annual Internal Audit Report

2022 presented to Audit & Gov
Committee
Recommendation Tracking is
an ongoing process

Sept Progress report presented to

2023 Audit & Gov Committee

Nov Six-month progress reports

2023 presented to Audit & Gov

Committee

2024/25 Internal Audit Plan
preparation commences
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